YTO0 HOBOroO B nginx?
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[NpodheccnoHanbHaa KoHpepeHuus
Pa3pPaAbOTUMKOB BbICOKOHArpPYXEeHHbIX
CUCTEM



[1p0 NOXKb, HArYHO NOXKb N CTAaTUCTURY
W3Techs:

O.x.x - 2.5%
l.x.x - 97.5%

KM13Hb Hanagunacey!

https://w3techs.com/technologies/details/ws-nginx/all/all
“Nginx is used by 31.4% of all the websites whose web server we know.”
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1.9.x

Hayunnum nginx nokasbiBaTb MOPT KJANEHTA B Pa3/IMYHbIX MecTax, 4006aBniM 3HaHWe O HEMAEeMNOTEHTHbIX 3anpocax B
proxy_next_upstream, B Kelw Tenepb MOXKHO NMUCaTb aCMHXPOHHO, a cache manager ymeeT ciegntb 3a cobon.
Moasuance gnHamudeckne moaynm, worker_cpu_affinity o63asénca pyukon auto gna neHusbix, moaynsb slice
NO3BO/IAET 3arpy»aTb U KelwnposBaTb 6osbline daliabl NO YacTam, resolver Hayumnca genatb 3anpocbl no TCP, HTTP/2
npuweén Ha cmeHy SPDY, sub_filter Tenepb ymeeT ABa pasa, nginx -T nokasblBaeT KOHUT, a nginx -V — Bepcuio
OpenSSL, “listen ... reuseport” gna 6bIcTPOM 06PabOTKM HOBbIX COEANHEHUIN, U MOAY/b Stream Anda Tex, Komy U

uenoro HTTP mano.
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[TOpT KINEeHTa

* set real ip fromTenepb CTaBUT He TO/IbKO agpec, HO 1 NOPT
proxy pass http://backend;

proxy set header X-Real-IP
Sremote addr:Sremote port;

* nepemeHHble Sproxy protocol port,
Srealip remote port

|@’Hgmxai;‘



MnemnoTeHTHOCTb

NAaeMnoTEHTHOCTb — CBOMCTBO 0ObeKTa Uam onepauum npm NOBTOPHOM
NPUMEHEHNN onepaunn K 06beKTy AaBaTb TOT XKe pe3y/ibTaT, YTo U NMpu
OANHAPHOM.

GET, HEAD, PUT, DELETE, ... — aa
POST, LOCK, PATCH — HeT

* He noBTOpPsAEM HENMAEMMNOTEHTHbIE 3aMPOChHl
* BepHyTb CTapoe noseaeHune:

proxy next upstream error timeout
- — non ldempotent;
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3anuncb B KelLl

3anucb — 3710 BbICTPO
Ho mokeT n 3abnokmuposaTbea

PeweHue:

alo threads;
alo write on;
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Cache: bopemcsa 3a namsaTb

Owmnbkm “could not allocate node”?

* Cache ymeeT yaanaTtb cTapble 3anmcu
* Ho gpyroi npouecc MoKeT ycneTb paHblue

Tenepb cache manager cneauT 3a KOAMYECTBOM 3aMUCEN.
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IINHaMmm4yeckmne moaynu

* YNpocTnTb COOPKY NaKeToB
* BHEllHMEe 3aBUCUMOCTM Y moayiei!

* YNPOCTUTb OTNaAKy
* 3" party moay/m A0KHO BbITb MPOCTO BbIKJAKOUYUTL
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JINHaMMYyecKkme moayau

CobpaTb:

./configure --with-http image filter module=dynamic
./configure --add-dynamic-module=/path/to/module

nginx.conf:

load module modules/ngx http image filter module.so;
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IIMHaMKn4yecKaa 3arpys3ka cBoero Moayna

* MeHAaem config-cKpunT Ha auto/module

e [1nA CNOXKHbIX MOAYNEN:
* ngx_ count modules ()
* ngx modules meHAemM Ha cycle—->modules




IIMHaMKn4yecKaa 3arpys3ka cBoero Moayna

bbino:

ngx addon name="ngx http delay module"
HTTP MODULES="SHTTP MODULES ngx http delay module"
NGX ADDON SRCS="S$NGX ADDON SRCS $Sngx addon dir/ngx http delay module.c"

Crano:
ngx addon name="ngx http delay module"”

ngx module type=HTTP

ngx module name=ngx http delay module

ngx module 1ncs=

ngx module deps=

ngx_module srcs=Sngx addon dir/ngx http delay module.c
ngx module libs=

auto/module
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CPU affinity

[pumep 13 LOKYMEHTaALMUMN:

worker processes 4;
worker cpu affinity 0001 0010 0100 1000;

Y10 AenaTb, ecIn Yy Hac MHOTo NPoLLeccopoB?

worker cpu affinity auto;
worker cpu affinity auto 0101010101010101;
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Kewunpyem bonbline pannbl

[Mpobnemsi:
* C bekeHaa ckavymBaeTca dann Lennkom

* Range-3anpocsbl XAYT Havyana panna
* HaCTO HYXXHO TO/1IbKO Ha4yano

PeweHwne:

e KayaTb 1 KewmnpoBaTb KyCKamm
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Moaynb slice

location / {

slice 1m;
proxy cache cache;
proxy cache key Suri$is argsSargs$slice range;

proxy set header Range $slice range;
proxy cache valid 200 206 1h;
Proxy pass http://upstream;

¢ |_|O,£I,3aI'IpOCbI Ha OTAEJ/IbHblE HaCTU

* Kewunpyem otaenbHble YacCcTu
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SPDY ymep, HTTP/2 3a Hero

server
listen 443 ssl http2;

* MynbTnAekcupoBaHMe 3anpocoB B 0AHOM COeNHEHUMN
* Tenepb pabotaeT proxy request buffering
* HepopenaHHOCTb peann3aynim BCE TaM Ke, OCTOPOXKHee
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HeckonbKko sub filter 3a pa3

[Tpumep:

sub filter http://one.example.com https://one.example.com;
sub filter http://two.example.com https://two.example.com;

sub filter once off;

3a04HO OH Hay4uaca AenaTb 310 bbicTpee.
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bbicTpaa 06paboTKa HOBbIX COeANHEHUN

* TecTupyem
e accept_mutex!

* OauH listen-cokeTt — contention
B AApe

listen 80 reuseport;
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Stream: ana tex, komy HTTP mano

stream {
upstream backend {

server 10.0.0.2:12345;
server 10.0.0.3:12345;

}

server {
listen 12345;
proxy pass backend;

* banaHcMpPoBKa NPOMN3BOJIbHbIX COEANHEHUM

SSL oT KnaneHToB, SSL K 6ekeHaam

* OrpaHU4YeHUs KoNn4ecTBa CoeMHEHNN U CKOPOCTH
PROXY protocol K bekeHaam

... n paxxe UDP
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Pa3sHoe

Resolver Hayumnca TCP

bnokun upstream{} B pasgensemon namaTu

Paspensemasa namatb Ha Windows c ASLR (Vista n Hosee)

SSLv3 no ymos4vaHuio 3anpeLweH
Supstream_connect_time
[MonHbIN KOHOUT No “nginx -T”
Bepcna OpenSSL B “nginx -V”

nginx version: nginx/1.11.2
built by gcc 4.9.2 (Debian 4.9.2-10)
built with OpenSSL 1.0.1k 8 Jan 2015

(running with OpenSSL 1.0.1t 3 May 2016)
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Bce ato goctynHo B nginx 1.10.2
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1.11.%

MepemeHHble B moayne stream, BO3MOXHOCTb "moacmaTtpuBaTth’ B SSL handshake, n mHoxKecTBO Bcero ewgé. bonblie
HeT quick recovery, Ho ecTb max_conns, a cache manager Hayumnca 6bITb HE3aMeTHbIM, proxy_bind Tenepb ymeeT
transparent, n ymeet ncnonb3osatb [P_BIND_ADDRESS_NO_PORT. Mbl Bbikntounam accept_mutex, Hay4ynnmcb
ncnonbsosatb EPOLLEXCLUSIVE BmecTo Hero, n Hadanun nonaratbcAa Ha EPOLLRDHUP, map Hay4Ynaca ChoXHbim
3HauyeHMAM, nepemeHHan Srequest_id a4na 3n10NamaTHbIX. Tenepb MOXXHO HECKO/IbKO SSL-CepTM%MKaTOB (HakoHeu-TO
RSA n ECDSA ogHospemeHHO!), ymeem cnncku kpusbix gna ECDH, sbikntounaun DH, ynpocTtunm coOopky gMHammnyeckmnx

Mmoaynemn.
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Stream: nepemeHHsble

A TakXe map, return, geo, geoip, split_clients, real ip, access log...
Tenepb MOXHO:

map Sremote addr $limit {

127.0.0.1 ",
default Sbinary remote addr;

J

limit conn zone $limit zone=addr:10m;
limit conn addr 1;
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Stream: Sssl preread server name

Ecam HYy»XHO nocmoTpeTb B SSL-coeanHeHue,
HO He/1b3Aa CHMMaTb SSL:

map $ssl preread server name Sbackend ({

backend.example.com 192.0.2.1:12345;
default 192.0.2.2:12345;
}
server |
listen 12345;

proxy pass S$backend;
ssl_pferead on;
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Konn4yecTtso coeanHeHn K bekeHagam
[Tpumep:

upstream u {
server 192.0.2.1:8080 max conns=10;

server 192.0.2.2:8080 max conns=10;
server 192.0.2.3:8080 max conns=10;

NcxoaHo ana NGINX Plus.
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Transparent proxy

MNepenatb agpec KANEHTa, TPAAULMOHHbIE peLlleHns:

e X-Forwarded-For / X-Real-IP
* PROXY protocol

Ecnn o4yeHb Haao:

proxy bind Sremote addr transparent;

SO_BINDANY (NetBSD), IP_TRANSPARENT (Linux), IP_BINDANY (FreeBSD),
HY>eH root
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Linux v IP BIND ADDRESS NO PORT

CKO/IbKO COEANHEHNIN MOKHO YCTaHOBUTb K 0AHOMY beKkeHay”?
K aBym?

A Tenepb NULLIEM B KOHPUT:
proxy bind 192.0.2.1;

" BCE nnoxo. lNMoyemy?

* Bind() BbIOMpaeT NOKanbHbIN NOPT
* IP_BIND_ADDRESS_NO_PORT (Linux 4.2, glibc 2.22)
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Accept mutex, Linux n EPOLLEXCLUSIVE

Thundering herd problem.
TpaanUMOHHBLIM OTBET — accept mutex.
Ho:

* BOOOLILE-TO Y Hac NPOLLEeccoB Mano

* 4YaCTO MELLAET B TeCTaXx

* Henb3Aa ncnoab3osBatb Ha Windows

* He HyXKeH c¢ “listen ... reuseport”

* Ha Linux noasuncsa EPOLLEXCLUSIVE (Linux 4.5, glibc 2.24)
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Accept mutex, Linux n EPOLLEXCLUSIVE

Hosbin default:

accept mutex off;

Hy n EPOLLEXCLUSIVE noapepkusaem.




SSL 1 cepTndUmKaThl

RSA — coBMecTMmo, HO A0pOoro
ECDSA — 6bicTpO, HO He byaeT paboTtaTtb B XP (Android ao 4.0, OpenSSL go 1.0.0)

rsaz2048: 400 signs/s
ecdsap256: 5400 signs/s
Tenepb MOXHO TaK:

ssl certificate example.
ssl certificate key example.
ssl certificate example.
ssl certificate key example.

ECDHE-RSA

ECDHE-ECDSA

com
comm

com.
com.

.rsa.crt;
.rsa.key;
ecdsa.crt;
ecdsa.key;

1000
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SSL n apyroe

* ssl ecdh curve ymeert cnucok Kpusbix (OpenSSL 1.0.2+)

e “auto” no ymonyanuio
* OpenSSL 1.1.0: X25519:prime256vl:secp521rl:secp384rl

* ssl dhparam no ymon4aHuto OTCYTCTBYET
* DHE-wu1dpbl BbIKAOYEHDI
* MepaneHHO
* Atakn Ha DHE, weakdh.org
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|£|,I/IHaN\I/IL16CKI/Ie Mo aAy/in.: COBMECTUMOCTDb

[Mpobnema:

e CTPYKTYpbl 3aBUCAT OT ONuMin cOOpPKM
e CobmpaTb MOAYAM HAAO C TEMU XKe onumnaAMmU

Tenepb npotuue:

./configure --with-compat ...
./configure --with-compat --add-dynamic-module=/path/to/module

boHyc: coBmectumocTb ¢ NGINX Plus.
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Pa3sHoe

* Ha EPOLLRDHUP mbl Tenepb nonaraemca, ecam A4po HOBoe
 HTTP/2 — ncnpasneHusa n ynydlleHus
* Map Hay4ynnca CNOXKHbIM KOMOUHAUMAM NEePEMEHHbIX U CTPOK

map Shost $log {
~f00 /var/log/S$host.log;
default /var/log/default.log;

* Srequest_id
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Bcé 3T1o poctynHo B nginx 1.11.5
Still counting
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[ ne 83aTb AeHeMNcBeXnm nginx?

* /IcxoaHble Koabl, KaK 0ObIYHO:
http://nginx.org/ru/downIoad.html

* 1na FreeBSD: _ _ )
MCNONb3YNTE NOPTbI NginX K nginx-devel, Tam BCEé HOBOE
Cnacmnbo Cepreto OCOKUHY!

e 1nAa Linux pa3HbIX BEPCUMN:
CUCTEMHbIE MaKeTbl — 0BbI4HO CTapble, CBeXUe NakeTbl 4OCTYMNHbI Ha
http://nginx.org/ru/linux_packages.html

(oToenbHble NakeTbl ANA moaynen geoip, image filter, njs, perl, xslt)
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Cnacunbo!

Bonpocbi?

Makcum [yHWH
mdounin@mdounin.ru




