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[1po NOXb, HArNy NOXb U CTATUCTUKY

* nginx 0.x.x: 6onee 20%
(paHHble w3techs.com,
openstat.ru)

* Debian Squeeze (oldstable):
nginx 0.7.67
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HeMHOro o BepcuoHMpoBaHUN

* 0.x.X: AaBHO M HenpasAa

* 1.0.x,1.2.x, 1.4.x, ...
cTabunbHble Bepcuun, ctabmunobHoe API, Kputnueckue u security-
McnpaBaeHUA

e 1.1.x,1.3.x, 1.5.x%, ...
OCHOBHble Bepcumn (mainline), HoBaa PYHKLUMOHANBHOCTb TYT,
production ready

AKTyanbHo: 1.5.6, 1.4.3
Bce octanbHOEe - NICNONb30BaTb HE peKkomeHAayeTcA.
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HoBoe B nginx 1.1.x

YnyyweHua cache loader, keepalive c bekeHaamun, nogaepkka Kpuntorpadpum Ha
NNNNTUYECKUX KpuBbIX (NpuseT, NSA!), onTummnsauma notpebnenma namaTtm
SSL-coeagmMHeHUAMM, NPUMEHEHNE HECKObKKUX limit_conn u limit_req oagHOBpPEMEHHO,
MP4 streaming B KopobKe, proxy_cache lock, perynapHblie Bblga)KEHVIH B proxy_redirect,

disable _symlinks ana shared-xoctuHra, a Tak»ke nogaep*ka PCRE JIT ana tex, Kto ntobut
pPerynsipHbie BblpaXKeHUs.
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HoBoe B nginx 1.1.x

* YnyyweHuna cache loader

* Keepalive c bekeHaamu

* [logaepxKa Kpuntorpadmm Ha anamnTnyeckmnx Kpmebix (ECDHE)

* OnTmunsauma notpebneHns namaTtn SSL-coegnHeHmnAMuU

* [l[pumeHeHne HeCKONbKMX 11imit connu limit req oA4HOBPEMEHHO
* MP4 streaming B KOpobKe

* proxy cache lock

* PerynsApHble BbipaXXeHUA B proxy redirect

* disable symlinks gnashared-xoctuHra

* [Nlopnepka PCRE JIT
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YnydweHua cache loader

* Tenepb nginx obxoanTca aaHHbIMM OT readdir(),
He NbITAaACb YMTaTb Panbl Kewla

* Anropmntm xopouwo pabotaet c SSD

* [MbKaa KoOHPUrypaLma 3arpysKu:
loader files, loader sleep, loader threshold

* Kew 6 mnH. pannos / 400 6 3arpyxKaeTtcs 3a 50 MMHYT 6€3 noTepu
NPon3BOAUTENLHOCTU cepBepa (paHee — 2 CyTOK)
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Keepalive ¢ bekeHaamu

* [NopaeprKKa NOCTOAHHbIX cOeAMHEHUN ¢ bekeHaamu

e PaboTaer c:
* Proxy_pass
 fastcgi_pass
* memcached_pass
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Keepalive ¢ bekeHaamu
[Tpnmep:

upstream memd {
server 127.0.0.1:11211;
keepalive 42;

J

location / {
memcached pass memd;
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Elliptic curve Diffie—Hellman (ECDH)

Forward secrecy

no PasyMHOM LieHe SO 00

RSA
350

* HioaHC: HY*HO cobpaTb C
npasuabHbiMm OpenSSL OHE I 200 = 1024 bit, r/s

) 32 2048 bit, r/s
e Lavabit court order

* Bruce Schneier
T 300

recommendations ECDHE
190
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[lamaTtb n SSL-coeanHeHUS

bbino:

* 64k Ha coeguHeHune
* unun paxe 600k Ha coeamnHeHune (caTtumel)

Crano:
e 16k Ha coeguHeHune

(B nginx 1.3.2+ - cxKaTue 3anpeLeHo Bo Bcex Bepcmnax OpenSSL, BKato4vas
0.9.Xx, rae oTCyTCTBYeT COOTBETCTBYOLW,as onuus.) . .
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Heckonbko limit._conn ogHOBpPEeMEHHO

OrpaHnuYnTb KOIMYECTBO CoeaMHeHU ¢ oaHoro IP-agpeca
KO/IN4YeCcTBO COeAMHEHNN K OAHOMY CepBepy:

limit conn zone Sbinary remote addr zone=conn addr:10m;
limit conn zone $Server_name zone=conn name:10m;

server {

limit conn addr 5;
limit conn name 10;

]| highload™

201



Heckonbko limit_req ogHoBpeMeHHO

OrpaHn4YnTb KONMYECTBO 3aNpPOCOB B CEKyHAY ¢ oaHoro IP-aapeca u
KOJINYECTBO 3aMpoCoB B CEKYHAY K O4HOMY CepBepy:

limit reqg zone S$binary remote addr zone=req addr:10m rate=lr/s;

limit reg zone $server name zone=req name:10m rate=5r/s;
server {

limit reqg zone=addr burst=5 nodelay;
limit req zone=name burst=10 nodelay;
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MP4 http pseudo streaming B kopobke
[Tpumep:
location /mp4/ {

mp4 ;
J
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proxy cache lock

[Tpumep:

location / {
proxy pass http://backend;
proxy cache one;
proxy cache lock on;
proxy cache use stale updating;

Ecnv 6onee ofHOro 3anpoca XOTAT 3arpy3unThb B Kell HOBbIN JOKYMEHT —
TO/IbKO OAMH YMABT Ha beKeHA, ocTaNbHble 3anpockl byayT KAaTb. . =
21l highload



PerynapHble Bbipa)eHunda B proxy redirect

* Nnpektnsy proxy_redirect Tenepb MOXHO UCNOAb30BATb C
perynapHbIMM BblpaKeHUAMM:

proxy redirect ~/user/ (["/1+)/(.+)$
http://S1.example.com/$2;

e lnpekTtmsbl proxy_cookie path, proxy cookie _domain ans
M3MEHEHUSA KYK NPU NPOKCUPOBAHUNN:

proxy cookle domain localhost example.org;
proxy cookie path  /two/ /i
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[OunpektmBa disable symlinks

[Tpumep:
disable symlinks on;
Nnun, bonee rymaHHO, HO JOPOXKeE:
disable symlinks 1f not owner;

HioaHc: paboTaeT 3TO TO/IbKO Ha COBPEMEHHbIX ONEPALMOHHbIX CUCTEMAX,
noaaepxusatrolmx openat(). bes satoro caenatb COOTBETCTBYIOLLYIO
npoBepKy 6e3 race condition'a Henb3A.
. ++
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PCRE JIT

[Mpumep:
pcre jit on;

Ncnonb30BaTh C OCTOPOXKHOCTLIO - 3aMeds19em Ha HEKOTOPbIX HArpysKax.
[MTpumep:

rewrite /((ab?)*)*bb /foo;

Ii%gmoqume PCRE JIT yckopsaeT 06paboTKy 3anpocoB K “/aaaaaaaaaaaaaaaaaaab” B
pas.
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HoBoe B nginx 1.3.X

YnyyweHus B noaaepke IPvb, banaHcmpoBLmMK least_conn, noaaep*Ka ETag (a
3HA4YUT, AOKa4YKa B IE9+), gunzip n BO3MOXKHOCTb XpPaHUTb pecypcbl cxkaTbimu, OCSP

Stapling, SPDY, nopaepxKka nepeaaym tena 3anpoca chunk'ammn, npokcnposaHme
WebSocket'oB n BO3MOXHOCTb NUCATb 10TU YKe CKaATbIMMU.

21l highload™
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HoBoe B nginx 1.3.X

* YaydyweHuna B noaaepxke IPvé

* banaHcmposBLlMK least_conn

* Mopaep*Ka ETag (a 3HaunT, AOKa4vKa B |IE9+)

* PUNbTP EUNZIP M BO3MOXKHOCTb XPaHUTb PECYPCbI CHKATbIMMU
e OCSP Stapling

* SPDY

* [lopaep*Ka nepegayum tena 3anpoca chunk'amm

* BO3MOXHOCTb NMNCATb JIOTU YKE CHATbIMMU

* [lpokcupoBaHmne WebSocket'os
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YnydweHusa B nogaepxke IPv6

IPv6 nogaeprknBaeTca npakTuYeckn sesae:

* Geo, geoip, bekeHabl, access-npPoBepPKU
nT.0.

OAHO N3 HEMHOIMX UCKNOYEHUIN - BCTPOEHHbIN resolver. Mbl
paboTtaem Haa 3TUM.
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banaHcupoBLKK least conn

[Mpumep:

upstream u {
least conn;
server 192.0.2.1;
server 192.0.2.2;

* BbibupaeTca 6ekeH, K KOTOPOMY YCTaHOBJIEHO MEHbLLIE BCEro coeMHEHUM

* YnobHo ansa 6anaHcnMpoBKM BeKeHA0B, rae coeamHeHna == 3arpy3kKa.
T.e. noyTHn BCeraa.

]| highload™
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[lopnepxka ETag

* Jloka4yKa B |IE9+
 ObpaboTKa 3anpocoB U3 Kella

* ETag ctaTnyecknx pamnos He BKAOYaeT Homep i-node, HeT
npobnemsbl ¢ pa3gayer ¢panmnosB C HECKONbKUX CEPBEPOB
(Kak paHee B Apache)
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Gunzip: XpaHUM pecypchbl cxXaTbIMU

* Pa3XXmmaem cxKaTble OTBETbl Ha NeTy —
eC/IN KINEeHT He NMoHUMaeT gzip

* [ToHnmatoT gzip - bonee 95%
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Gunzip: XpaHUM pecypchbl cxXaTbIMU

JKOHOMWM HEMHOTO TpaduKa K beKkeHaam:

location /proxy/ {
gunzip on;
proxy pass ...

proxy set header Accept-Encoding gzip;
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Gunzip: XpaHUM pecypchbl cxXaTbIMU

JKOHOMUMM NamATb B memecached:

location /memd/
gunzip on;
memcached gzip flag 2;

memcached pass ...
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Gunzip: XpaHUM pecypchbl cxXaTbIMU

IKOHOMMM AUCK U NamATb Noa ¢pannoBbIN Kell:
location /store/ /{

gunzip on;

gzip static always;
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OCSP Stapling

e OCSP — Online Certificate Status Protocol

* [TpukpenneHune ceexkero OCSP-oTBeTa K cepTUPUKATY,
oTnpasnasemomy npu SSL handshake

* JKOHOMUM PECYpPCbl KINEHTOB
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OCSP Stapling

[Mpumep:

server {
listen 443 ssl;

ssl certificate foo.crt;
ssl certificate key foo.key;

ssl stapling on;

resolver 192.0.2.1;
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SPDY

[Tpnmep:

server {
listen 443 ssl spdy;

JKCNEePUMEHTANbHbIM MOAY/b A1 PAaOOTbl MO 3KCNEPUMEHTANIbHOMY
npoToKkony. MoHo ncnonb3osatb 6e3 SSL, HO He ¢ bpay3epamu.
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Chunked request body

* PaHee He 6blJ1I0 — NOTOMY YTO NOYTU He Haao, XxoTs HTTP/1.1 Tpebyer
* Ucnonb3yetca WebDAV-KnneHTamm, Java-npunorKeHmnamm

* [lo3BonAeT AenaTtb TaK:

S ./script.pl |
curl --upload-file - http://example.com/

6e3 BpemeHHbIX pannios.
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BO3MOXHOCTb NMcaTh NOTU yXXe CXXaTbIMU

[Tpumep:
access log /path/to/access.log.gz combined gzip;

JlononHnTeNbHble NapaMeTpbl:

buffer=04dk
flush=1ls

3aHMMaAEeT MaJIo NaMATU N O4YEeHb HEMHOTO MpoLeccopa.
[lobaBnsaeT cyacTbA.
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[TpokcmnpoBaHne WebSocket'oB

[Mpumep:

location /chat/ {
Proxy pass .
proxy http version 1.1;
proxy set header Upgrade Shttp upgrade;
proxy set header Connection "upgrade";

HioaHc: WebSocket'bl ncnonbsyoT mexaHusam Upgrade 8 HTTP/1.1, n oH He paccynTaH Ha
paboTy yepe3 npokcu. B cnyyae forward proxy cneumndukauma WebSocket'os npepnaraer
ncnonb3loBatb CONNECT, a ana reverse proxy - npuxoaAmMTca ABHO NMUCaTb KOHPUTrypauuto.
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HoBoe B nginx 1.5.X
(still counting)

Nopnaepxka EPOLLRDHUP Ha Linux, ucnonb3osanmne O_PATH ana disable_symlinks Ha
Linux, Heckonbko anpeKTus error_log ogHoBpemeHHO, SMTP pipelining, ouepegHbie
ontumun3saumm SSL, proxy ssl protocols u proxy_ssl ciphers, moaynb auth request,
HebydpepunsmpoBaHHana paboTta c FastCGl-bekeHpamu (fastcgi buffering) ana tex, Komy

HY>KeH streaming oTBeTOB.
a1l highload

2013



HoBoe B nginx 1.5.x (still counting)

* Mopgpepkka EPOLLRDHUP Ha Linux

* Ncnonb3oBaHue O _PATH ana disable_symlinks Ha Linux
* HeckonbKko anpekTus error_log oagHOBpeEMEHHO

 SMTP pipelining

* OyepeaHsblie onTumm3saumm SSL

* NInpeKTuBbl proxy_ssl _protocols un proxy_ssl _ciphers

* Moaynb auth request

* HebydepunsnposaHHasa pabota c FastCGl-6ekeHpamm (fastcgi_buffering)
ONA TeX, KOMY HY*eH streaming oTBETOB

8]l highload ™



[Mopoepxka EPOLLRDHUP Ha Linux

BblacHAeMm, 3dKpbia 1N KIMEHT COeEAUHEHUE!

* YHMBepcanbHbin meTos, - recv(MSG_PEEK)
* Het VIH(I)OpMaLI,VIVI, eC/iIn NPUCYTCTBYKOT HEMNPOYNTAaHHbIE AdHHbIE

* [MThatdopmo-cneundunyHblie meToabl:
* kqueue — EV_EOF
e epoll — EPOLLRDHUP

* [Momoraet npu long polling
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O_PATH gnsa disable symlinks Ha Linux

* Linux He ymeeT O_SEARCH

* MMpn nucnonb3osBaHmm disable symlinks
Ha MPOMEXKYTOUYHbIX KaTa/10rax Hy»XHbl npasa r-X

* Ho B 2.6.39+ ectb O_PATH, o4eHb noxoxxunm

* JlocTaTO4YHO Npas. --X
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SMTP pipelining

* /A pa3Hble Apyrme mesnkue yaydlweHmnsa no4ToBoro NpoKcu-cepsepa

* UmeeT cmblicn 0bpaTUTb BHUMaHME, eC/IM Bbl UCNONb3yeTe Nginx B
KayecTBe No4YTOBOro NPOKCcU-cepsepa

]| highload™
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OyepeaHble onTuMmmnsaumm SSL

* Y6paH nnLWHUM round-trip npu MCnonb30BaHUM AJIMHHbIX LEenoyek
cepTuduKaTos

* [pocTo nepectano xBatatb 4k 6ydepa, ucnonbsyemoro OpenSSL ans
bydpepusaumm 3anucm Bo Bpema handshake’a
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[npekTtmBbl proxy ssl protocols,
proxy ssl ciphers

[103BONAIOT:
* YAY4YWNTb COBMECTUMOCTb C pa3aindyHbimm HTTPS-bekeHaamm

* YCKopuTb paboty
* [ToTpeboBaTtb forward secrecy
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Moaynb auth request

* AyTEHTUPMKALMA N aBTOPU3ALMA Yepes3 Noa3anpoc, B TOM YUCNe —
BHeWWHWWMU CpeaCTBaMu
* Echn nogzanpoc sepHyn 200 — goctyn paspeweH, MHaye — HeT

* Yto-TO Bpoae fastcgi authorizers
* YnobHee, yem X-Accel-Redirect

* lyywe, yem 610KUpYyOLWMECA CTOPOHHME moayam auth _pam u
auth_ldap
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Moaynb auth request

Hanpumep, Tak:

location / {
auth request /auth;

J

location = /auth {
proxy pass ...
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HebydepusmnposaHHasa paboTa C
FastCGl-6ekeHoamun

[pnumep:
fastcgi buffering off;

Nnn paxe TakK, B 3aronoBkax oteeTa FastCGl-npunoxkeHua:

Status: 200 OK
X-Accel-Buffering: no

[lnAa Tex, KoMy Hy»KeH streaming OTBEeTOB WM NPOrpeccMBHas 3arpysKa
CTpaHuL,

8]l highload ™



[ oe B3ATb CBEXUU NGINX?

* icxoaHble KoAbl, Kak 06bIYHO:
http://nginx.org/ru/download.html

* 1nAa FreeBSD:
MCNONb3ynUTe NOPTbI NEINX U hginx-devel, Tam Bcé HoBOE
Cnacubo Cepreto OCOKUHY!

e [1na Linux pa3HbIX BepCUn:
CUCTEMHbIe NaKeTbl - 0ObIYHO CTapble, CBEXKUE NaKeTbl 4OCTYMHbI Ha
http://nginx.org/ru/linux_packages.html
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Bonpocbl?

Makcum [lyHUH
mdounin@mdounin.ru
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NGINX Plus

KommepuecKkaa Bepcuma.
[JononHutenbHaa PyHKUUOHANbHOCTb:

* Advanced load balancing:
* Dynamic upstream reconfiguration, active health checks, sticky balancing

e Advanced video streaming:
* HTTP Live streaming
* HTTP Dynamic streaming

* Advanced logging:
 Remote logging via syslog protocol, session logging

e Status module
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